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Abstract Cryptography is a very useful tool to protect the properties of data like integrity, 
privacy, confidentiality in any environment. This paper explores some useful aspects of 

cryptography in cloud computing environment. There are different types of encryption 
algorithms used in order to ensure the data security. These algorithms are of different types 

like symmetric, a symmetric and hashing algorithms. The objective of this paper is 
performance analysis of selected set of algorithms on the basis of different parameters, so that 

the best out of all these options is chosen or combinations of some of them can be utilized to 
secure data in cloud computing environment. The algorithms included in this study are RSA, 

AES. The parameters which are used for performance analysis are CPU utilization, running 
time of the code, data encryption capacity. These are the performance parameters which are 

calculated for every algorithm in cloud based environment i.e. windows azure simulator by 
utilizing visual studio IDE and profiler services by integrating windows azure SDK. The 

interpretation of these results are done by using various graphs which shows trend of a 
particular algorithms on basis of time of encryption and decryption. 
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1 INTRODUCTION 

Cloud computing is very complex in nature. It uses different techniques which are not visible 

on front end. Virtualization technology is used to achieve high performance computing in 

cloud computing concept. Virtualization is used for the optimize utilization of resources to 
gain performance. In this technique multiple VMs called virtual machines are set up on single 

server performing different tasks. In this way less number of servers is used but ratio of tasks 

to be performed is increased on single server. This technique has lot of advantages for cloud 

provider e.g.; he can save cost that can be used for buying more servers and has to be spent on 
maintenance of existing servers. So cost is saved and optimum resource utilization is also 

achieved [1]. 

 
Data security i.e. data privacy, data integrity and confidentiality are the main concern of any 

small or large organization before moving to cloud technologies. The owner of any firm when 

think of shifting towards cloud trend he has lot of questions in mind but security of its data is 

the first and most important concern. This is basically a big hurdle in shifting towards cloud. 
When a company using cloud all its data is stored on cloud servers.[2] The data is travelling 

via internet the first risk is started from this node as data packet are being provider. In the 3rd 

scenario cloud provider only provide the computing resources generally called hardware rest 
of layers end user get from another party.  

 

So the organization providing SAAS to End user pay to cloud provider for infrastructure i.e. 

for hardware usage and End User pay to SAAS provider for services. In cloud computing 
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there are four deployment model i) private cloud ii) community cloud iii) public cloud iv) 

Hybrid Cloud. In private cloud scenario, single organization like multinational having the 

power to bear all cost maintains its own cloud called private cloud it is most restricted and 

secure mechanism e.g. the data center of an organization. Small or medium size organizations 
cannot afford this type of cloud sent from the company network to cloud the data packet has 

to take different routes to go to the destination servers on cloud. During this path any intruder 

can temper this data if he is successful then data become useless for the organization [3]. 
 

2 LITERATURE REVIEW 

In cloud computing there are three delivery models i)Software as Service (SAAS) ii) Platform 

as a Service(PAAS) iii) Infrastructure as a Service(IAAS).In SAAS: in this case cloud 
provider manage all setup like software middle ware i.e. platform and infrastructure in other 

words complete running application[4]. End User of the system pays to the cloud provider for 

usage of the system on basis of time i.e. number of hours he utilized the cloud services. The 
responsibility to provide the services, cloud maintenance and security of data and other things 

is on cloud provider and he is bound according to different acts like SOX, HIPAA etc. In 

second scenario as mention PAAS, cloud provider provides the middle ware (plat farm as 

service) e.g. common runtime environment, End User of the system has to pay to the person 
or Organization providing the user SAAS and for middle ware he pays to cloud. 

 

Group of organization having common goals like banks, cooperate organizations, enterprise 
business units combine together to form a community. The cloud used by the same interest 

group is called community cloud. Public cloud is the cloud setup which is formed for public 
usage for the common people from security point of view this is least secure cloud 

environment. Hybrid cloud are developed according to custom requirement of people or 
organization in which two cloud deployment strategies are merged together to form a hybrid 

philosophy [5]. Cloud provider has lot of servers when data sent from client end to cloud 
server a lot of data mining activity is done to store the data because cloud provider has data of 

so many organizations to store on specific space on the server. In this activity it is possible 
that the integrity of the data compromised. So there is risk of losing the data integrity. The 

data of any organization like banks or any other multinationals is highly confidential. It 
contains customer information like their bank account details in case of banks data. Every 

organization has some type of data which is highly confidential on which base of business 
strongly depends. If due any reason confidently of data is compromised it is harmful for 

business. 
 

The suggestions for using different security algorithms are given in [6] to resolve security 

concern of cloud computing environment The problem faced by cloud provider discussed in 
[7]and solution to overcome those problems is also given. Windows Azure is used as a 

platform as a service to develop applications that can be deployed in Microsoft cloud 
computing environment, data centers. It is very feature rich environment for developing 

enterprise level applications. Windows Azure provides cloud computing emulator to debug, 
run, test and check the performance of the code which ultimately runs in the cloud 

computing environment 
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3 SIMULATION TECHNIQUES 

Visual studio 2010 and windows azure SDK is used to design the application to test the 

different parameters of RSA and AES for comparison. The screen given below shows a 

browse button at start, user can browse files of different sizes and select algorithm from 
dropdown list and press execute button to run the process. An option is given below to specify 

number of key bits.  

 

Figure 1: RSA and AES Windows Azure Simulation 

 

 

4 SIMULATION TECHNIQUES 

 
The table of values is taken by running the application developed on cloud environment. It 
shows the different readings of encryption and decryption time against different key size 
(bits) for RSA. 

 
 

Table 1: RSA Encryption and Decryption Time 

 

Key Size in bits Encryption Time(ms) File size Decryption Time(ms) 

512 10 30 bytes 12 

768 11 30 bytes 13 

1024 210 30 bytes 215 

1280 220 30 bytes 225 

1536 275 30 bytes 285 

1792 293 30 bytes 308 

2048 690 30 bytes 711 

2304 750 30 bytes 800 

2560 830 30 bytes 860 

2816 1020 30 bytes 1040 

3072 1199 30 bytes 1306 
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3328 1611 30 bytes 1699 

3584 1887 30 bytes 2019 

3840 3055 30 bytes 3070 

4096 3684 30 bytes 3284 

 
The graph is plotted between key size and decryption time of RSA. It shows that if key size is 
increased the time to decrypt the data is also increased. It means that by increasing key size 
more computation power and resources are required. 
 
 
 

 

 

 

 

 

 

 

Figure 2: Graph between RSA Decryption Time and Key 
 

 

The graph is plotted between key size and encryption time of RSA. It shows that if key size is 

increased, the time to encrypt the data is also increased. But in case of decryption, the time 

value is much greater as compared to encryption. 

 

 

 

Figure 3: RSA CPU Utilization 
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There are three types of AES version are available these are AES-128, AES-192 and AES-
256. But the focus of this study is AES-256.The block size in any version of AES is fixed and 
it is of 128 bits. The table given below gives the statistics about the AES-256 version in cloud 
simulator (cloud computing environment). 

 
 
 

 
 
 

 

Figure 4: AES CPU Utilization 

 

The graph given below gives the relationship between file size of input data and 

corresponding values of Encryption time taken by AES-256.The graph shows that as the size 
of input file increases the corresponding encryption time also increases but not in linear 
fashion. The AES encryption time is much higher for large data input files as compared to 
small data KB files. The trend rapidly increased if we feed large size file as input to this 
algorithm.  
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Figure 5: Graph between AES Encryption Time and File size 

 
 

 

The graph given below gives the relationship between file size of input data and 

corresponding values of decryption time taken by AES-256.The graph shows that as the size 
of input file increases the corresponding decryption time also increases but not in linear 

fashion .The AES decryption time is higher as compared to encryption time. For large data 
input files it is more as compared to small data KB files. The trend rapidly increased if we 

feed large size file as input to this algorithm. 
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Figure 6: Graph between AES Decryption Time and File size 

 

 
 

 
Figure 7: AES CPU Utilization 

 
 

 

5 CONCLUSION 

There are different types of algorithm which are available for providing data security. In this 

paper AES, which is symmetric and RSA asymmetric are selected to find the best one to 
provide data security in cloud computing environment. The performance of all these 

algorithms analyzed by using different parameters like data encryption capacity, strength on 
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basis of key, data encryption and decryption time. The environment used for this purpose is 

windows azure. It provides PAAS and IAAS. The analysis process after comparing all these 

parameters that are analyzed through simulator developed using windows azure SDK 
concludes that AES is best option because it is fast and its data encryption capacity is high. 

RSA is most secure but it require much resources and computation power its data encryption 
capacity is much low as compared to AES. 

 

6 FUTURE WORK 

 
In future a complete system i.e. security model for cloud computing environment can be 
developed which cover following features:  
i. All possible encryption algorithms which best suitable for cloud computing environment 

are implemented in the system.  
ii. The encryption and decryption option for every suitable user can be given before sending 

its data to cloud.  
iii. A feature in which user can able to encrypt data with key with one algorithm and then 

able encrypt key by some different algorithm is provided.  
iv. Authentication mechanism can be adopted so that only valid user able accesses the system 

for encryption and decryption of data. 
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